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6 Steps to iPad Protection

Beyond the breakthrough retina display and signature touch-
screen, dangers lurk. Here's how companies can protect their
employees’ iPads from security breaches.

A whopping 3 million new iPads flew off the shelves the first weekend of the popular tablet's debut earlier this
year. In fact, market research firm Gartner expects overall worldwide tablet sales to double in 2012 over last
year, and the iPad to gobble more than 60 percent market share.

But while tablet PCs from vendors like Apple, Samsung and RIM promise to drive revenue and support mobile
workforces, dangers loom. A State of Mobility survey, conducted by security software giant Symantec, reveals
that approximately three out of four organizations indicate that maintaining a high level of security is a top
business objective for mobility and 41 percent identified mobile devices as one of the top three IT risks, making
it the leading risk cited by IT.

But that's not all. Mobile security breaches can carry a hefty price tag. The Symantec study indicates that the
average annual cost of mobile incidents for enterprises, including data loss, damage to the brand, productivity
loss, and loss of customer trust was US$429,000 for enterprises. The average annual cost of mobile incidents
for small businesses was US$126,000.

The reality is corporate America’s bring-your-own-device phenomenon is here to stay. To be sure, establishing
strict usage policies can help increase the security of corporate data. But getting a proper handle on the vast
amounts of data flowing in — and out — of your organization via an iPad requires a multi-pronged approach.

Here's how to get started:

Take advantage of what'’s available. Many companies fail to take advantage of the new iPad'’s
built-in security features. From strong password protection to hardware encryption, these security
capabilities are easy to use and require minimal configuration — good news for today’s overworked
IT security teams. For example, a company can ask that employees use an enhanced alphanumeric
password. Or configure a local wipe after 10 invalid passcode attempts.

In addition, the iPad features advanced network security provisions, including:

» Cisco IPSec, L2TP, PPTP VPN protocols
e SSL/TLS with X.509 certificates
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* WPA/WPA2 Enterprise with 802.1X
* Certificate-based authentication

* RSA SecurlD, CRYPTOCard

Simply recognizing the availability of these features is the first step towards enhanced tablet PC
security.

Fight malware. When it comes to malware, iPad owners are in luck. Unlike personal computers,
the iPad is cleverly designed to store each app in its own sandbox, thereby creating inherent app
isolation. As a result, the iPad automatically restricts what applications can be performed, what files
can be accessed and what programs can be launched by a hacker — a perfect recipe for minimizing
the damage done by malware or a virus. Another automatic security feature: Library Randomization,
which prevents malicious commands from finding their targets. Despite these built-in security
features, though, companies would be wise to consider iPad-specific antivirus and malware software
programs for an additional line of defense.

Establish a VPN. Setting up a virtual private network (VPN) is an excellent way to create a heavily
monitored gateway between a company’s confidential data and the public Internet. A VPN helps in
a number of ways. First, it protects a company from hackers by securing public WiFi connections.
Second, it creates an encrypted tunnel around a company’s data — a critical layer of protection for
mobile workers that access information from remote locations. The best part, however, is that the
iPad integrates with many existing VPN networks with minimal configuration and using established
industry-standard VPN protocols. Users can connect to enterprise systems via a built-in VPN client
or through third-party applications.

Consider software. Mobile device management solutions are becoming increasingly popular as
companies look to gain better control over the traffic traversing their network. An MDM solution
helps by:

* enabling real-time systems management
+ granting administrators remote control of tablet PCs
* enabling automatic application repairs and patches

+ facilitating software delivery
But while MDM helps secure, monitor and manage the iPads distributed across an enterprise, it's

not a security cure-all. Case in point: MDM can't help prevent data loss — an especially important
function for financial companies and healthcare organizations.

Look beyond standard software. It may be MDM's lesser-known software sibling but data loss
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prevention tools are equally as critical to iPad security. That's because DLP software lets admin-
istrators monitor and control the transmission of data from an iPad whether that information is via
email, the Internet or applications, regardless of network platform. No wonder an increasing number
of companies are combining MDM and DLP for a powerful double-layer of protection.

Set usage policies — and enforce them. Sophisticated software can help prevent iPad security
breaches but in the end, it's up to employees to decide how carefully they wish to send and receive
confidential data on their iPad. Of course, stringent usage policies can help curb incidents of abuse.
According to an informal poll conducted by Symantec on its Facebook page, when asked what

type of sensitive or confidential business-related information respondents have accessed or stored
on their tablets, 78 percent selected intellectual property, 39 percent chose financial data, 38
percent selected customer records and 20 percent indicated employee records. Yet more than half

of the respondents have not received any communication regarding policies and/or best practices
regarding the security of their work-related tablet activities.

Usage policies, such as the types of information an employee is permitted to access or store on

an iPad, can help ward off data leakages and malware. Better yet, configuring MDM software to
flag policy violations, or to automatically wipe a device if an employee refuses to comply, can better
enforce user-access policies.
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