Microsoft Outlook 2003 Spam Filter: Under the hood
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There are 28 anti-spam add-ins for Outlook in our software archive MAPIStore.Com — those are real add-ins by third-party developers, fully integrated with Outlook and implementing the newest spam filtering methods, including self-training ones based on various modifications of the Bayesian method1. Microsoft Outlook 2003 is supplied with built-in junk mail filter based on "state-of-the-art technology developed by Microsoft Research2". This Microsoft technology is considered in our article.
Spam filtering is a very difficult task, which is evident at least from the fact that, despite numerous software solutions offered and attempts to enforce anti-spam legislation, our mailboxes are still stuffed with junk mail. And the problem is growing even more serious year after year.

Probably, that's why we failed to learn about the new Microsoft technology from publications about Microsoft Office 2003 much more than one could read in the program help: "technology : that is used to evaluate whether an unread message should be treated as a junk e-mail message based on several factors, such as the time it was sent and the content of the message3". In our opinion, spam filtering has something in common with cryptography: the fact that the algorithm is kept in secret doesn't make it crack-proof, nor does it guarantee effective spam filtering. And that's why we decided to publish this article.
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Our company is specializing in development of add-ins for Microsoft Outlook, therefore we thoroughly scrutinize all innovations in Microsoft Office — both as users and as software developers. As users, we were a bit surprised to find a hint at usage of some variant of the Bayesian's method for the filtering in one of the articles about Microsoft Office 2003 — and we expected to see something trainable. However, the filter appeared to us as kind of "black box" — we could only choose between the two filter response levels — low and high. No more controls were provided. We tried to train the filter, marking messages as spam and vice versa, but all in vain.

Then we started studying it as software developers. In Microsoft Outlook, unlike Outlook Express, there are advanced and well documented facilities for creation of add-ins, using which a software developer can add almost any feature to Outlook. Alas, here disappointment was awaiting us again: neither the filter itself, nor any other anti-spam components could be detected (senders black list etc.) anywhere. Of course, they did exist and they worked, but a third-party software developer couldn't get access to them or find out any information about them.

So, we had to go one level deeper in our investigation. The text below will abound in technical details, so a non-professional reader may skip to the final section and refer to the technical information where necessary. And software developers will find a couple of exercises we've prepared for them to check if they have learnt to detect junk mail with up-to-six-decimal-digits accuracy, as the filter does.
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1The essence of the Bayesian's method is that the filter, based on the analysis of earlier received messages, predicts if the new message is spam or not. First, a user trains the filter by marking wanted and unwanted mail. During the training, filter's prediction accuracy is growing, and, as some of the developers claim, trained filter screens off 98-99% of junk mail, the rate of errors not exceeding 0.1%. For details, see links 1-3 in appendix B.
2Quotation from the article "About the Junk E-mail Filter" in Microsoft Outlook 2003 help system. See link 7 in appendix B.
3Ibidem

Under the hood
As we have already noted in the beginning of the article, spam filtering is a quite difficult task. The vaunted "state-of-the-art Microsoft technology" is actually nothing more than a dozen of simple checks based on the quite evident ideas, such as "good messages cannot contain 20 spaces in the subject field, while with spam this is quite common" (spammers often add identifier in the message subject field, separated from the main text of the subject by several dozen spaces); or "a message received during the office hours most probably is not spam, while a message received at night or on weekend is likely to be spam". Moreover, software developers at Microsoft contrived to make a mistake in that check of message receiving time. All those checks can hardly be called "state-of-the-art technology".

The technology used for message content analysis is also far from being perfect. Microsoft has created a dictionary of several tens thousand words, and assigned different weights to the words in the dictionary. The message content analysis is nothing more than mere summation of weights of words contained in the message.

The worst thing is the fact that a user has no opportunity to train, modify, or disable all those dictionaries and checks! If the terms from your professional area were included into the Microsoft dictionary with "spam" weight, your business correspondence has a good chance of getting in Junk Mail, and the only thing you can do is to disable the filter. One more important weakness is the fact that the filter work in a similar way with all users (there are no personal dictionaries), so, having trained on his own mailbox, a spammer will easily get round filters of other Outlook users. And the third weakness: the filter is fine-tuned to deal with messages in English, so it will be much less effective, say, in filtering junk mail in Russian.

Thus, if your mailboxes are not stuffed with spam, you'd better hold back from using the filter offered by Microsoft than to rely on it. It's better to look through a few promo messages a day than to screen off an important business letter once. And if your mailboxes are swamped with spam, the Microsoft filter won't be a great help to you. Yes, it will be able of detecting a half of junk mail, but if you have 200 spam messages a day and the filter reduces this number to 100, would that solution be sufficient?

Some of Outlook 2003 users we talked to came to the same conclusion without knowing the technical details about the filter operation. Though, there also were some positive reports: "25 spam messages arrived to my mailbox today, 15 of them were caught by the filter, and I didn't notice any erratic responses. I didn't pay any extra money for it, so I'm quite happy with it".

However, this is a well-known tactic of Microsoft: they start with an obviously weak product (though, releasing a masterpiece with the version number 1.0 is well within the capabilities of such a powerful corporation) just to demonstrate their interest to a certain niche, but in a short time their product becomes #1 in terms of quality and other features, leaving the competitors far behind.

Well, what are the most probable developments on the market of anti-spam products for Outlook and what the user can expect? Microsoft may keep playing secrets with developers, gradually improving its filter. The niche of third-party products will be reducing then: many users will be unwilling to install an excellent filter in addition to a rather good one, provided there is no integration between them (for example, imagine there are two items in the context menu: "Mark as junk mail" and "mark as junk mail for 3rd Party Super Filter").

The user apparently won't benefit from such development of the situation. Microsoft also won't benefit from it — availability of third-party anti-spam add-ins will hardly be a threat to Outlook. At the same time, creating a super-filter as a unique feature of Microsoft Outlook to give the product a competitive advantage is impossible even for Microsoft.

Another variant: Microsoft may just disclose its existing interfaces, and dozens of developers will be able to adjust their solutions for Outlook 2003. Availability of open program interfaces will also make creation of new products for Outlook by third-party developers much easier.

We don't know yet what way Microsoft will opt for. However, some actions are to be taken within the next few months. By the time Outlook 2003 starts dominating over the previous versions, guides like "100 ways to get round the Outlook filter" will be in wide circulation among the spammers. Therefore Microsoft will have to improve its filter in the nearest future. Well, we shall see what we shall see.

In conclusion, we would like to answer some questions the reader may ask upon reading the article.

Did we disclose all the Microsoft secrets to spammers, thus having plunged the world into the abyss of spam?
Spammers don't need to know the details of filter performance: they can just send a message to their own copy of Outlook to see whether the filter will catch it or not. We admit that this article will save a spammer 5 minutes in finding the way to get through the filter. But on a larger scale this publication doesn't change anything. Spammers have known that junk mail filter don't like the word "porno" well before.

Which junk mail filter is the best?
We didn't run a comparative test of junk mail filters. Though we suppose a number of good articles and reviews must have been published over the Internet in the recent years.

Are you developing a junk mail filter of your own?
No, and we aren't going to so far. We are implementing one of the anti-spam technologies in our product Mail Storage Guard for Microsoft Exchange Server. However, our technology is quite different form one described here; Mail Storage Guard version with that technology will be available in early 2004.

Is it possible to gain understanding of the "hidden" Outlook interfaces and replace the filter with a different, better one?
It is possible to make the interface out and to replace the component itself. However, besides the component described in this article, most probably it will be also necessary to find interfaces to other components, such as "sender black list", say, to provide for dynamic editing, otherwise good performance can hardly be achieved. We don't know how complicated this task will be. After all, thorough consideration is necessary before attempting at doing that.

May I use the information from this article?
Yes, but there must be a reference to MAPILab. You may use any information from this article, quote this article, reproduce it in any fragment or entirely, both for non-profit-making purpose and to derive benefit. MAPILab doesn't demand any pecuniary recompense for usage of this article. No permission from MAPILab is required to use this article, but we will appreciate if you merely inform us.

